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PREPARING FOR THE WORST CASE SCENARIO

17 October 2009

There are hundreds if not thousands of opinions of what would constitute a worst case scenario for America’s police departments and their tactical teams. Weapons of mass destruction are certainly a probability, street gangs procuring military weaponry and becoming an offensive unit against police is always possible, and there are numerous possibilities that could cause us to be caught unprepared and initially taken by surprise and hurt. There is no doubt that first time situation circumstance events will happen, will not be foreseen, and therefore unprepared for.

With the above being said, just minimal knowledge of the global war on terror, the fact that we have the Al Qaeda training manual and dozens of video messages, and previous terrorist successes at Beslan, Russia and Mumbai, India- it is more than practical to begin training for a school takeover and possible multiple schools or other targets at the same time.

We have spent years training on “active shooter” scenarios and have developed some worth while tactics and techniques to deal with this event. Several of the tactics developed for active shooter will need to be modified and others discarded to deal with a terrorist takeover of schools, malls, or any hostage heavy target(s). Training is taking place in a few areas on these critical incidents and detail tactics will not be discussed here, but tactical realities facing first responders will be. These hopefully will assist in getting more police managers and commanders awake to this looming threat. If we take the known tactics used against security forces in the past, we can say without reservation the following are definite potentials that first responders and follow on tactical teams will have to face and ultimately overcome:

· Suicide car bombs to initiate the event or clear security obstructions.

· Follow on suicide car bombs or individual bombers.

· Military grade mines, demolitions, and booby-traps.

· Offensive and defensive hand grenades.

· Belt fed automatic weapons and assault rifles.

· Hostage takers who have come to die as martyrs and take as many hostages and security personnel with them as possible.

· Terrorist support teams close to the incident to provide them with intelligence and support during the event.

With the above possibilities in mind, it will not be lost on anyone in the police community that both first responders and follow on tactical teams are going to be facing weaponry and tactical protocols they have not spent a lot of time training on, if any. Tactics and weapon’s coverage used against police responders will be:

1. Booby-traps and mines laid along approaches to entrances, in hallways, on stairways, and directly in front of terrorist strong points.

2. Long range sniper coverage of surrounding areas of the crisis site by terrorist snipers and spotters.

3. Interlocking fields of fire at entry points, hallways, and open common areas.

4. Possible shoulder fired grenade launchers or RPGs.

5. Hand grenade use against police teams moving in hallways, stairways, and approaches to interior terrorist strong points.

6. Hostages wired with explosives with dead man switches or radio activated initiators.

7. Suicide vests on terrorists defending approaches to hostage locations.

8. Terrorists equipped with body armor.

With the potential actions that may be faced by first responders and commanders, quick changes (have not happened in remembered history) must be made to the way we handle situations, entry protocols, weapons and on board ammunition available to the initial responders, immediate support requirements, and the overall tactical handling of the situation from initial arrival to resolution of the event. No department, city, or state wants to contemplate having to deal with the situations described above. They cost too much, are manpower heavy, take away from day to day operations, and basically have not yet happened in this country. With that being said it is all of us in the communities’ responsibility to prepare for and be ready for a worst case scenario. Whether we accept it or not is really irrelevant, it is going to happen.  We have been told this by the very groups that will make it happen. No one knows when it will happen and how much time we have before it does. We are going to take serious casualties when it does, and the difference between prior preparation and no preparation at all is that those casualties will be much greater if we don’t prepare.

This paper is not the first one written along these lines and most certainly will not be the last. Hopefully commanders will realize there is training and equipment available, as well as experienced personnel which can make the difference in their departments being prepared. No one can insure complete success, but with proper training if time allows, we may be able to prevent complete disaster.
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